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OBILIAA XAPAKTEPUCTHUKA PABOTbBI

AKTYaJIbHOCTb TeMbl HccJenoBaHuil. KOHTposb U TPOTrHO3UPOBAHUE
CJIOKHBIX MPOIECCOB, HAPUMEpP, CTPATErMU HAII0E30MACHOCTH, «...BKIIFOYAIOIIEH
000OpOHY  CTpaHbl, TOCYJapCTBEHHYIO, OOIIECTBEHHYIO, HUH()OPMAIIMOHHYIO,
9KOJIOTHIECKYIO, SKOHOMHUYECKYIO, TPAHCTIOPTHYIO, SJHEPTETUIECKYIO U O€30IaCHOCTh
JUYHOCTU», MO MHOTOYHUCIECHHOCTH AaHAJIUTUYECKUX BBIYUCICHUNA HEMBICIUM 0€3
CO3/IaHMsI aBTOMATHU3UPOBAHHBIX CHUCTEM HaydyHbIX wuccienoanuii (ACHU) c
NPUBJICYEHUEM  DJIEMEHTOB  HCCKYCTBEHHOTO  HMHTEJUIEKTa, B  YaCTHOCTH,
UCKYCCTBEHHBIX HelpoHHBIX ceTeit (MMHC).

M3Becten kpyr 3agad, pemaembix HWHC: pacno3naBanue o00pa3os,
Kiaccudukanus, TOpUHITHE  pEHIeHWd U yOpaBiieHHe,  KiacTepu3alus,
IPOTHO3UPOBAHUE, AaNMpPOKCUMAIIMs, CXKATUE JAHHBIX M aCCOLUMATUBHASA NaMSTh.
OCHOBHBIMM  NPEUMYIIECTBAMH HEHPOHHBIX CETEM mMepen  TPaJulMOHHBIMU
BBIYMCIUTEIBHBIMA ~ METOJAMH  SIBJISIFOTCSI:  pEUIEHHWE 3a7a4 B YCIOBHSX
HEOIPECICHHOCTH, YCTOWYMBOCTh K IIymMaM BO BXOJIHBIX JIaHHBIX, THOKOCTb
CTPYKTYpbl HEHPOHHBIX CETEH, BEICOKOE OBICTPOICHCTBUE, afanTalus K U3MEHECHUSIM
OKpY’Karolen cpeibl, 0TKa30yCTOMUNBOCTh. MI3BECTHBI M HEJOCTATKUA UCKYCCTBEHHBIX
HEUPOHHBIX CETEH, OCHOBHBIC U3 KOTOPBIX: TPYAOEMKOCTb U JIUTEILHOCTh 00YUCHHUS;
HECIIOCOOHOCTh MPUHATHS PEIICHUN B HECKOJIBKO 3TAIOB; TPYJA03aTPATHOCTh C TOUKU
3peHusT 00bEMa HCIOJIb3YEMbIX BBIYUCIUTEIBHBIX PECYPCOB W MaTEMAaTHYECKOU
CJIOKHOCTH MOJEJEH, BHEAPEHUE MPOABUHYTHIX HEHPOCETEBBIX CHCTEM BO3MOMKHO
TOJIBKO IO JIMIIEH3UH OT MPOU3BOJAMUTEIS U T.I.

Tem He MeHee, aHaNu3 CYIIECTBYIOIIMX HAYYHBIX padoT MOKa3all, 4YTo CO3JjaHue
ABTOMATU3UPOBAHHBIX CHCTEM HAyYHBIX HCCJIEIOBAHUM 0€30MacHOCTU JIUYHOCTH
(ACHHU BbJI) Ha OCHOBE HMCKYCCTBEHHBIX HEHPOHHBIX CETEH SIBISETCS aKTyaJlbHOU
HAay4YHO-TEXHHYECKOW 3aJayeld, HUMEIOLIEH MPAKTUYECKOE 3HAYCHUE, pEIICHUE
KOTOPO# MO3BOJIUT MOBBICUTH UX OBICTPOCHCTBUE, CTENEHb IOCTOBEPHOCTH MIPUHSATHUS
pElIeHU, a TAK)KE CHU3UTh YPOBEHB YSI3BUMOCTH HEUPOCETEBBIX aJITOPUTMOB.

Crenedb pa3padOTaHHOCTH TeMbl HMccCJIeI0BaHUs. Borpocam npumeHeHus
HEUPOCETEBBIX AJITOPUTMOB ISl PEIICHUS] TEXHOJOTUUYECKUX 3a7ad IOCBSIICHBI
uccinegonanus T.B. @unarosoii, A.W. I1aBnosa, O.}1O. JlonuakoBa, A.B. J)KBakuHa, B
KOTOPBIX PACCMOTPEHBI MPEUMYIIECTBA HEMPOCETEBOro MOJAXO0/]a B PEIICHUH 3a]a4
aBTOMATU3UPOBAHHOU 00paboTKH (hopManM30BaHHBIX JAHHBIX nepen
TPaAUIIMOHHBIMA YHCJISHHBIMH CTaTUCTHYSCKUMHU MeTojgamu. B paborax B.E.
Copokuna, A.A. ExoBa, A.C. HoBukosa, 1. B. Kpsicoa, W. JI. UynkoBa, A. B.
bparmna wuccrnemoBanbl HeHpocCeTeBbIE TEXHOJIOTHU OOpabOTKH H300paKeHUN W
MPUMEHEHNE X B aBTOMATH3WPOBAHHBIX CHCTEMAaX MAIIMHHOTO 3PEHUs, pa3padoTKu
TEXHUYECKOW JOKYMEHTAIMH, MPOCKTUPOBAaHMSI, 0OPAOOTKH PE3yJIbTaTOB HAyYHBIX
uccienoBannil. OHaKO OCTAETCsl HEPEUIEHHBIM BOIIPOC O BO3MOKHOCTU TPUMEHEHUS
B aBTOHOMHBIX aBTOMAaTHU3UPOBAHHBIX CHCTEMAaX Maj03aTpaTHBIX HEHPOCETEBBIX
pelIeHU, a TaKKe ONTUMU3AIUU ITyOOKMX CBEPTOUHBIX CETE JJIsl UCIOIb30BaHuUs B
MUKPOKOHTPOJUIEPHBIX CHUCTeMax ympaBieHus. [Ipu 3TomM akTyajaeH BOIpPOC



ySI3BUMOCTEM, KOTOpbIMU 00JafatoT noo0HbIe cucteMbl. B padorax H. ITanepHora,
A. ®a3u, H. Kapnunu, /I. Barauepa u ap. pacCMOTpPEHBI YSI3BUMOCTH HEHPOCETEBBIX
QIrOPUTMOB, OJIHAKO HET HCCIEeIOBaHUN 0000IIaoONUX, CpPaBHUBAIOIIUX U
TECTUPYIOLINUX U3BECTHBIC YSA3BUMCTH HEMPOHHBIX CETEW U CTENEHD UX OMACHOCTH.
Ce43b ¢ HayynbiMu HANPABIeHUAMY, NAaHaMu, memamu. JluccepTalnOHHOE
HCCIICIOBAHNE BBITIOJIHEHO B COOTBETCTBHUM C IUIAHAMH HAYYHO-HCCIIEIOBATEIBCKUAX
pabdor I'OY BIIO «/IOHHY», BeimonHeHHbIX Ha Kadeape paauopu3uKu H
nH(pokoMMyHUKAIIMOHHBIX TexHosorui (PO u UKT) B pamkax HUP Ne0118D000013
[-18/39 «MopnenupoBanue 3alMIICHHBIX HHPOKOMMYHUKAIIMOHHBIX CHCTEM» H
rocoromkeTHot TeMbl NeO11971000024 19-1/BB41 «JlmarHocTHKa W KOHTPOJb
CTPYKTYpbl KOHCTPYKLUHOHHBIX MAaT€pUajoB II0 JAaHHBIM AHAIW3a MXIIAPAMETPOB
METOJaMH aKyCTHYECKOM CIEKTPOCKOIIMM» B YaCTH HCCICAOBAHUM METOJOB
IPUMEHEHUsI HEHPOHHBIX ceTel A1 00pabOTKU HKCIIEPUMEHTAIbHBIX TaHHBIX.

Heanb u 3apaun ucciaenoBanmid. Ilenpro padotel sBisercs cozmanne ACHU
0€30MacHOCTH JIMYHOCTH Ha OCHOBE HCKYCCTBEHHBIX HEHWPOHHBIX CETed IyTeM
COBEpIICHCTBOBAHUSI TEXHOJOTHI 0OpaOOTKM JaHHBIX, YTO IO3BOJIUT IOBBICUTH
OBICTPOACUCTBUE CUCTEM M CTENEHb JOCTOBEPHOCTH MPUHATHUS PELICHUH, a Takke
CHU3HUTH YPOBEHb YA3BUMOCTU HEHPOCETEBBIX AJITOPUTMOB.

JInst nocTHKEeHUS LeNH B padoTe MOCTABJIEHBI U PEIICHBI CIEYIOLIUE 3a1a4u:

- pa3paboTka METOJa COKpalIeHUs KOJIMYEeCTBa MapamMeTpoB O0Ope3aHueM
IIPOUTPABIINX HEMPOHOB HEMPOCETEBBIX AITOPUTMOB;

- IporpamMMHas peain3anus cucreM 00padoTKu (hOpMaITU30BaHHBIX JAHHBIX U
M300paKeHH, BKIIIOYAsi apXUTEKTYPHBIE PELICHUS;

- CHIKeHue ypoBHA ys3Bumocteit ACHU 6e3onacHOCTH TUYHOCTH HA OCHOBE
MOAU(PUIMPOBAHHBIX HEHPOCETEBBIX AITOPUTMOB.

O0bexkT MHcciaenoBaHusi.  ABTOMAaTH3MPOBAHHBIE  CHUCTEMBI  HAy4YHBIX
UCCIIEIOBaHUNM 0€30MacHOCTH JIMYHOCTM Ha OCHOBE HMCKYCCTBEHHBIX HEHWPOHHBIX
CETEH.

IIpeamer uccaenoBanus. HelipoceTeBbie MoIeNH MPEACTABICHHS U 00pabOTKH
JAHHBIX.

Hay4yHasi HOBH3HA NOJIYYEHHBIX Pe3YJIbTATOB 3aKJIFOYAETCS B CICIYIOIIEM.

1. BnepBeie pa3paboTaH METOA COKpAILEHUS KOJMYECTBA IapaMeTPOB
HEHPOHHOM ceTh OOpe3aHrueM MPOUTPABIIMX HEUPOHOB, MO3BOJISIOIIMNA YMEHBIINUTh
PECYPCOEMKOCTD U YBEIUYUTH ObICTPOACHCTBUE 0€3 TOTEPU TOYHOCTU HEUPOCETEBBIX
anroputmMoB  ACHUM  6e3onmacHoctn au4HOCTU. IlokazaHo, 4YTO pe3yJabTaThl
COKpAaIEHUs KOJINYECTBA MapAMETPOB HE 3aBUCST OT aPXUTEKTYPbl HEUPOHHOM CETH U
METOI0B O0YyUYECHUS;

2. JlanmpHeiiliee pa3BUTHE MOJTYUHIIN:

- MeTOJ1 00paboTKH (PailIoB JJOTOB CEPBEPOB 7151 OOHAPYKEHUS YTPO3;

- METOJ] pacro3HaBaHus (HOPMBI TPEAMETOB Ha OCHOBE HelpoHHOM cetn LVQ);

- IpoueaAypa ayTeHTU(UKAIMsI ¢ pacliO3HABaHUEM JIMI] HA OCHOBE CBEPTOYHOM
HEHUPOHHOM CETH;



- TIpolie/lypa BUJIEOHAOIIIOICHUSI 10 PACIIO3HABAHUIO MPEIMETOB MOBBIIIEHHOM
OTNaCHOCTH.

3. BmepBbie 000CHOBaHO TpPUMEHEHHWE MeETo/Ia Xappuca JUisl BbIICICHUS
PU3HAKOB, MOCTYIMAIOIIMX HA HEUPOHHYIO CETh, a TAKXKE, pa3paboTaH COOCTBEHHBIM
UTEPALMOHHBIN aJTOPUTM OMHApHU3AIUH, JUIsl aBTOMATU3UPOBAHHBIX CUCTEM JOCTYyIa
10 OTHEYAaTKaM MaJIbLIEB.

4. BrepBble IpeMIOKEHbl 9 METOJOB I€HEpaluu COCTA3ATENbHBIX MPUMEPOB
JUIA HEeHANpaBJICHHBIX U HAIMIPABJICHHBIX YIPO3 Ha HEHpOCETEeBbIE KIacCU(PUKATOPHI U
CUCTEMBI paclio3HaBaHus Jinil, B ToM unciie Bing, Google, Yandex.

Teopernyeckasi 1 NPaKTH4YECKAsA 3HAYMMOCTb padoThbI.

Teopernyeckass 3HAYMMOCTBb pE3yJbTAaTOB pAOOTHI  3aKIIOYAETCs B
00OCHOBaHMM  MPUHILMIIOB  NPUMEHEHUsT  HEHUPOCETEBBIX  TEXHOJOTHA B
aBTOMATHU3UPOBAHHBIX CUCTEMAX HAYUHBIX UCCIIEI0BAaHUN O€30MACHOCTH JINYHOCTU U
ONPENECICHUN OIPAaHUYEHUI, KOTOPBIE HAKIAIBIBAIOT HEUPOCETEBBIE AJTOPUTMBI HA
TaKHE CHCTEMBI.

IIpakTH4Yeckoe 3HAYeHHe PE3YyJIbTaTOB UCCIIEIOBAHUN.

1. PazpaGoran Meron, mno3Bositomuii Ha 70% cokpamiaTe KOJIUYECTBO
apaMeTPOB HEHUPOHHBIX CETEH, C COXPAHEHHWEM M J1aK€ YBEJIMYEHUEM TOYHOCTH U
CKOPOCTH pabOThl HEUPOCETEBBIX AJTOPUTMOB.

2. Pa3zpaGoTaHbl MPUHIIMITEI TOCTPOCHUS KOMIIAKTHBIX HEHPOCETEBBIX PEIICHHIA,
KOTOpPbIE MO’KHO HMCIOJIb30BATh JJIsl MPOIIMBKYA MUKPOKOHTPOJUIEPHBIX YCTPOMCTB B
ABTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

3. Pazpaboranmpl  anroput™Mbl s 00pabOTKM  HM300pakeHUH B
ABTOMATU3MPOBAHHBIX CUCTEMAX ayTEHTU(PUKALMH U KIIaCCUPUKALIUU.

4. Tlpennoxensl crnocoObl 3ammutel ACHM 0Ge3omacHOCTH JMYHOCTH Ha
HEHPOCETEBBIX AITOPUTMAX OT aTaK IeHepalueil COCTI3aTENbHbIX IPUMEPOB.

[TpakTHueckast HIEHHOCTh PaOOThI MOATBEPIKIAETCS CIETYIOIINM:

a) AJropuT™M pacrmo3HaBaHUSA JIMIl CBEPTOYHOM HEHUPOHHON  CEThIO
ONTHMHU3UPOBAHHON pa3pa0OTaHHBIM METOJIOM PENYKIMH HEHPOHOB BHEAPEH Ha
npennpusituu PDUPMA «MIJI» B cucreMy ayTeHTHPUKAIMK JOCTyNa Ha 0aze
MoHuTOpa Buaeoaomopona M-480M ¢ cucremoit Ha kpuctauie Allwiner A-13 (Akr
BHeapenus ot 05.06. 2021 r.)

0) Metoauka ayTeHTU(UKAIMU TTOJIH30BATENEH U MPOrpaMMHOE MPUIIOKEHUE
JUIS1 pAaCIIO3HABAHUSA JIUL] HA OCHOBE HEMPOHHOM CBEPTOYHOM CETH, METOAUKA IIPOBEPKHU
U(POBBIX JTOKYMEHTOB Ha MOJIMHHOCTh, KOMIIBIOTEPHOE MPUIOKEHUE ISl 3aLIUThI
U(POBBIX JOKYMEHTOB OT PEAaKTUPOBAHUS BHEPEHBI B yUeOHBIH mpoiiecc kadeapbl
paano@u3uku U WH(OOKOMMYHUKAIIMOHHBIX TEXHOJOTUH IMyTEM HCIOJIb30BAHUS B
7a00paTOPHOM  MPAKTHUKyMe 1O JaucuuiiimHe «OCHOBBI  MH(POPMALMOHHOM
Oe3omacHocT» B JIOHEIKOM HAIMOHAIbHOM YHUBEpPHUTETE (aKThl BHEIPEHUS
01.18/12.1-34 n 02.18/12.1-34 ot 16.03.2018 r.).

MeTom0s10rust M METOAbI MCCOACA0OBAHUM. /{1151 pellIeHns MOCTaBICHHBIX 3a]a4
HCIIOJIB30BAJIMCH CJEAYIOIINE HAYyYHbIE METOJbI: MATEMaTHYECKOE MOJEIUPOBAHME
(m1s  mpeAcTaBlE€HUS JAHHBIX), MHOTOMEPHBIM CTAaTUCTUYECKUN aHanmu3 ([uis



00paboTku (hopMaM30BaHHBIX JAHHBIX), IM(]poBas 0OpabOTKa CUTHAJIOB U TEOPHUS
pacrio3HaBaHus 00pa3oB (11 00paOOTKM H300paKeHMI), MPOTHO3UPOBAHUE U
onTuMH3auug (s pa3pabOTKU apXUTEKTYp CHCTEM), COBPEMEHHBIE METO/IbI
IPOrpaMMHUPOBAHMS (JJIs1 IPAKTUYECKON peann3ali aBTOMaTU3UPOBAHHBIX CUCTEM).

Hay4Hble m0/105keHus1, BLIHOCHUMbIE HA 3ALIUTY:

1. IIpensioKeHHBIA METOJ COKpALIEHUSI KOJIMYECTBA MapaMeTPOB HEUPOHHBIX
ceTelt 0Ope3aHreM MPOUTPABIINX HEUPOHOB M03BOJISET HA 70% CHU3UTH KOJIMYECTBO
MapaMeTpOB HEMPOHHBIX CETEH, C COXPAHEHUEM TOYHOCTU U MOBBIIIEHHEM CKOPOCTH
paboThl HEHPOCETEBBIX ANTOPUTMOB.

2. BHeapeHnue 000CHOBaHHOTO TEOPETHYECKHU METO/Ia MOCTPOCHHSI KOMITAKTHBIX
HerpoceteBbix ACHU mupokoro Ha3HaueHus1, B TOM 4ucie 0€30MacHOCTH JTUYHOCTH
u MeToJoB 00paboTku wu3zoOpaxennit ania ACHM no pacno3HaBanuio o0pa3oB
MI03BOJISIET OBBICUTH UX APPEKTUBHOCTh U HAZE)KHOCTD.

CreneHb J0CTOBEPHOCTH M ampodanusi pe3yjbTaToB. OOG0CHOBAaHHOCTH U
JOCTOBEPHOCTh HAYYHBIX IOJIOKEHHI, BBIBOJAOB U PEKOMEHAALMMI ITOATBEPKIAETCS
pe3ynbTaTaMu MaTEMaTHYECKOTO MOJIEIUPOBAHNSI, KOMIIBIOTEPHBIX 3KCIIEPUMEHTOB U
TECTUPOBAHUS pa3pabOTaHHBIX MPOTOTUIIOB aBTOMATU3UPOBAHHBIX CUCTEM HAYYHBIX
UCCIIEJOBaHUN O€30MaCHOCTH JIMYHOCTH.

[lo HampaBiIEHWIO HCCIEIOBAHUM, COJACPKAHWUIO HAYYHBIX IIOJOKEHUN H
BBIBOJIOB, CYIIECTBY IMOJYYEHHBIX PE3yJbTATOB JUCCEPTALIMOHHAs padoTa
COOTBETCTBYET MACIHOPTY CrHenuabHOCTH 2.3.3. «ABTOMAaTH3aIUs W YIPABJICHHE
TEXHOJOTUYECKHMMH  MpolleccaMd M MPOM3BOACTBAMU» B  YAacTHOCTH: 113
«Merogonorusi, Hay4dHble OCHOBBI, CpEICTBA M TEXHOJOTUU MOCTPOEHUS
ABTOMATU3MPOBAHHBIX CHCTEM YIIPABJICHUS TEXHOJOTMYECKHMMH MpoLeccaMu
(ACYTII) u mpomsBoactBamu (ACVYII), a Takke TEXHMUYECKON MOATOTOBKOM
npousBogctBa (ACTIII) u 1. a.», n. 16 «CpencrBa U METOJIbI HNPOECKTUPOBAHUS
TEXHUYECKOT0, MaTEMaTHUECKOI 0, TMHIBUCTUYECKOTO U JIPYTUX BUAOB 0OECHCUEHHUs
ACVY», n. 18 «Pa3paboTka aBTOMaTU3UPOBAHHBIX CUCTEM HAYUHBIX UCCIICIOBAHUNY.

OCHOBHBIE TMOJIOKEHUSI AUCCEPTALIMOHHON pabOThl anpoOMpPOBAaHbI HA HAYYHO-
TexHuueckux koHPepenmmsx: [V MexnyHnaponnas HaydHass KOH(eEpeHIIHs
«lonenkue urenust 2019: oOpazoBaHue, HayKa, WHHOBAIMH, KYJIbTypa M BBI3OBBI
coBpeMeHHocTH» «HelpoHHbIE ceTH B cucTeMax JUisl HAyYHBIX MCCIEIO0BAHMID, T.
Honeuk, 2919 r., XVIII MexayHaponHas HaydyHO-NpaKTHYecKass KOH(epeHuus, T.
[lensa, «Ataku Ha HeWpOCETEeBblE aBTOMATHU3UPOBAHHBIE CHUCTEMBI PACIO3HABAHUS
onmacHbix npeameroB» 2021 1., II MexnyHaponHass Hay4HO-IIPaKTUYECKAs
koH(pepeHuus «lIporpamMmmHasi WHXEHEpHs: METOAbl M TEXHOJOTHMU pa3pabOoTKu
uH(popmalmoHHo-BerurcauTenbHbix cucteM (IIMMBC-2018)» «The authenticity of
digital documents checking and protection by own steganography algorithm», r.
Honenk, 2018 r.

JIuuHbld BKJAA aBTOpa. Bece pe3ynbraThl M MOJIOKEHUS, COCTABISIOLIUE
OCHOBHOE COJEP’KaHHUE JHCCEPTALMU, BBIHECEHHBIE HA 3aLIUTY, ITOJIYYEHBI aBTOPOM
camMoCTOSITeNbHO. JIMUHBIM BKJIaJ COMCKATeNsl 3aKiIi04aeTcs B OOOCHOBAaHUU HJIEU



paboThl U €€ peaju3allii, B BBINOJHEHUH TEOPETHYECKUX M SKCIEPUMEHTAIBHBIX
UCCIIeIOBaHUM, pa3paboTKe mporpaMMHOro odecreuenus u npororunos ACHIU.

Bxnang couckarens B paboThl, ONMyOJUKOBAaHHBIE B  COABTOPCTRBE,
KOHKPETU3UPOBAH B CIIUCKE pabOT, OMyOJUKOBAHHBIX IO TEME JUCCEPTAIUH.

IMyoaukanuu. OCHOBHBIC HAyUHBIC PE3YIbTaThl TUCCEPTAIIUU OIMYOIUKOBAHBI
aBTOPOM CaMOCTOSITEIPHO M B COABTOPCTBE B 12 HaydHBIX U3JAHUAX, U3 HUX 4 — B
n3aHusX, BKIOUeHHbIX B iepedeHb BAK /IHP, 4 — B uHbIX Hay4HBIX U3JaHUAX, 4 —
B MaTepuasax 1 Te3ucax KOH(epeHIInH.

CTpykrypa U 00b6éM auccepramuu. JluccepranuonHas paboTa M3JIoKeHa Ha
188 cTpaHmiax, COCTOMT W3 BBEACHUS, YETHIPEX PA3JEiIOB, 3aKIIIOUCHHUS, TIEPEUHS
YCIIOBHBIX COKPAILEHUI, CIUCKA JTUTEPATYPHI U3 93 HAMMEHOBAHUI U 6 IPUIIOKEHUIA.

OCHOBHOE COAEP XAHUE PABOTbI

B mnepBom pa3jgene auccepTallMOHHOW pabOThl «ABTOMATU3UPOBAHHBIE
CUCTEeMBbl Hay4YHBIX uccienoBanuii 6ezonacHoctu auuHoctu (ACHU BJI) Ha ocHOBe
MCKYCCTBEHHBIX HEMPOHHBIX CETEI» BBIJAEIEH KJIAcC 3a/1a4, KOTOPBIE PEIIAIOTCS MPH
OMOIIM HeWpoceTeBbIX TexHoJorui. ChopmyarpoBaHbl MpoOIeMbl, BOZHUKAIOIINE
Ipu BHeApeHuHn HelpoceTeBbix anroputMoB B ACHU BJI: 3aTpaTHOCTh C TOYKH
3pEHUs] MAIIUHHBIX PECYPCOB, HEOOXOAMMOCTh JIMIIEH3UPOBAHUS CYIIECTBYIOLIUX
pELIEHUH U YA3BUMOCTD K crielie(puIecKUM HEMPOCETEBBIM aTaKaM.

PaccmoTpenst

- Heiiponnsie cetu B ACHU no o6paboTke popMann3oBaHHbBIX TaHHBIX;

- Heiiponnsie cetu B ACHU mo o6paboTke nzoOpaxeHuit;

- HaIE)KHOCTh HeNpoceTeBbIX anroputmMoB ACHU.

CpemaHbl clenyrolMe BbIBOABI MO pasleny. 3aJayd  annpoKCUMALMH,
WHTEPHOJSALNU, SKCTPANOISAUNN U KIaCCU(PUKALIMKU PEIIAIOTCS ¢ IOMOIIBIO CETEN C
paanabHO-0a3UCHBIMU (DYHKLMSIMHU, BEPOSITHOCTHBIX CETei, 0000IIeHHO-perpec-
CHUOHHBIX CETEN, MHOTOCIOMHOTO MEPCENTPOHA, CETEN C KOHKYPHUPYIOIIUMU CIOSIMH,
CBEpPTOUYHBIX ceTeil. OCHOBHOE BHUMaHUE HEOOXOJIMMO YAECIHUTh apPXUTEKTYpPE CETH,
METOay OOy4YeHHUs], BBIJICIICHUIO U TIOJITOTOBKE JIAHHBIX I OOY4YeHUS M BXOJIHBIX
JTAHHBIX.

Jlist petienust 3a1a4 1o 00padoTKe M300PaKEHUM UCTIONB3YIOTCS CTICIIMAIbHbBIE
OMOIMOTEKH, KOTOpPBIE MPEIOCTABISIOT BO3MOXXHOCTH CO3/1aBaTh COOCTBEHHYIO
ApXUTEKTYpy WJIM TOJb30BaThCA TOTOBBIMU  MOJENSMH, KOTOPHIE MOXKHO
MOAUUITPOBATH U 00yUYaTh, OJTHAKO TAKOTO POJIa PEUICHUS 3aTPaTHBI 10 pecypcam.

BOJIBIIMHCTBO MCCIIENOBAaHUN COCPENOTOUYECHO HA APXUTEKTYpPE HEMPOHHBIX
ceTel, aliropuTMax OOy4YeHHsS U NMPUHLMIHAIBHOW BO3MOXKHOCTH pEILICHUS 3aJadd
pacno3HaBaHMsl I TOrO WJIM WHOTO BHUAA JAHHBIX, OJHAKO HE CTOJb ILIMPOKO
UCCJIeIOBAHbI TAKHE XapaKTePUCTUKH KaK ObICTpOIeiCTBHE, BpeMsl 00ydeHHs, 00beM
VICTIOJIb30BAHHOW OTIEPATUBHOW U IMOCTOSSHHOM ITAMSATH, TOYHOCTh PACIIO3HABAHUSA, YTO
ABJISIETCS] KJIIOYEBBIMU XapaKTEPUCTUKAMHU B ClTydyae MPUMEHEHUS HEUPOHHBIX CETel B
ABTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX HA HEMPOHHBIX CETSX.



ABTOMAaTU3UPOBAHHBIE CHCTEMbI HA HEUPOCETEBBIX AJITOPUTMaX MOTYT OBITh
BBEJICHBI B 3a0JIy)KJIEHHE, COCTA3aTeIbHMHU NPUMEpPaMH, CO3/IaHHBIMU TOH ke, 0O
CTOPOHHEW HEHUPOHHOW CEThIO, HA CErOJHSIIHUN JIEHb YCIEIIHOCTh TaKHUX aTaKk
HEBEJIMKa U B cpeHeM Hike 60 %.

Cocrs3arenbHble TPUMEPBI, TEHEPUPYEMBIE METOJOM T'PAAUEHTHOIO CITyCKa,
6onee >PQeKTUBHBI B Cly4yae, €Clid CreHEPUPOBAHBI HEHPOHHOM CEThIO TOW JKe
ApPXUTEKTYpPBI, YTO W LIEJEBas, €CIIH K€ apXUTEKTypa LEJIEBOM CETH HEU3BECTHA, TO
MPUMEHSIOT T€HETUYECKUE alITOPUTMBL.

Ha ceroaHsimiHuid JeHb HE CYIIECTBYET YHUBEPCAJIBLHOIO METOJA 3alUThl OT
Takoro poja arak, i1 KaxJAoro BHJAA aTaku HEOoOXOAMMO MOA0MPAThH
cooTBeTcTBYIOMMI Meton. Hanbonee ycnemnsl ataku Ha ACHU, pabortarouiue 6e3
BMEILIATEILCTBA YEJIOBEKA M C POCTOM YHCIA NOJOOHBIX CHUCTEM, mpodiema
ySI3BUMOCTH HEMPOCETEBBIX AITOPUTMOB CTAHOBUTCS AKTyaIbHOM.

Ocraercsi HepemieHHbBIM BOMNPOC O BO3MOXKHOCTH mpuMeHeHuss B ACHU
Majo3aTpaTHbIX HEHUPOCETEBbIX PELICHUWW, a TaKKe CHUXEHHS KOJIMYECTBa
napamMeTpoB  DIIyOOKHMX  CBEpPTOYHBIX  CETeH Ui HUCIOJIb30BaHUS B
MUKPOKOHTPOJUIEPHBIX CUCTeMax ymopasieHusd. [Ipm »3TomM akTyaneH BOIpoC
ySI3BUMOCTEM, KOTOPHIMU 00J1aJ1at0T MOJ0O0HBIE CUCTEMBI, MIOCKOJIBKY TP MOJTyUYEeHUU
J0CTylla K  YOPAaBICHUID TEXHOJOTMYECKHMM MPOLECCOM MM K  CHCTEME
ayTeHTU(DUKAIIMKU 3JIOYMBIIIJIEHHUK MOXET HAHECTH OIIYTUMBIA Bpe, OJIHAKO
MCCIIE0BaHMM, 0000IIaI0IMX, CPABHUBAIOUINX U TECTUPYIOIINX U3BECTHBIE aTaKU HA
HEUPOHHBIE CETH HA CETOJHSIIHUMN JE€Hb KpalHE MaJlo.

Kparkas xapakrtepucTuka TpyJHOCTEN, BO3HUKAOMMX npu BHeApeHuu MTHC B
ACHUM BJI no3Bomwia copMmyaupoBaTh CIHEAYIOIIUME 3ajauyd  HCCIEIOBaHUS:
pa3paboTKa METOJ]a COKpPAILEHUS KOJIMYECTBA MapaMeTPOB 00pe3aHUEM MPOUTPABILINUX
HEHPOHOB HEHPOCETEBBIX AITOPUTMOB, ITPOTPAMMHAs PeATU3aAI[UU CUCTEM 00pabOTKH
(dbopManr30BaHHBIX JTAaHHBIX U W300paKEHHM, BKIIOYAs ApXUTEKTYPHbBIC DPEIICHWUS,
cHmxkeHue ypoBHs ysazBumocteit ACHM 0Oe3omacHOCTM JMYHOCTH Ha OCHOBE
MOJIU(PUITUPOBAHHBIX HEUPOCETEBBIX aAITOPUTMOB.

Bropoii pasnen puccepraumu «CokpallleHHE KOJMYECTBA MapaMeTpoB
HEUPOHHOU CETU PEAYKIIMEN MPOUTPABIIUX HEUPOHOBY, ITPEJIaracT PEIICHUE IEPBOU
3a/layd MCCIIEIOBAaHUsA, a MMEHHO, pa3pabOTKe METOJa COKpAIEHUs KOJIMYeCTBa
napaMeTpoB 00pe3aHUEM MPOUTPABIINX HEUPOHOB HEUPOCETEBBIX AITOPUTMOB.

BriiBuHyTa rumore3a 0 TOM, YTO €CJIM MPUPABHATH K HYJIO Beca HEHUPOHOB
00yyeHHOW HEUPOHHOM CeTH, KOTOphI€ HE H3MEHSIOTCS B Mpollecce OO0ydeHHUs
(oOpe3aTh ceTh), a 3aT€M CHOBa HayaTh 00y4aTh TaKyl OOpPE3aHHYIO CETh, TO MOXKHO
TOOUTBCS YBEIMYECHUS TOUHOCTHU, TPU YMEHBIIICHUU KOJIMYECTBA MapaMeTpPOB CETH,
pa3paboTaH aaropum 00pe3aHusl.

BriiBuHyTas TMnoTe3a MpoBEepeHa SKCHEPUMEHTAIBHO Ha MOJHOCBSA3HON CETH
LeNet u cBeprounsix cersix Conv-2, Conv-4, Conv-6 ¢ pa3jaudHbBIM KOJUYECTBOM
CBEPTOUYHBIX CJIOEB, a 3aTeM Ha IIyOokuX HeHpoHHBIX ceTaXx VGG-19 u ResNet-18 ¢
Pa3TIUYHBIMA OCOOEHHOCTSIMH apXHUTEKTYyphl U 00yueHus. [lomydeHo yBenmudeHue
TOYHOCTU pacrno3HaBanus Ha 2-3 % mocie oOpesanust Oosee, yeM Ha 30 % wu



yMeHbleHus: napameTpoB cetd Ha 70 %. Ha pucynke 1 npencrtaBieH XapaKTepHBIM
rpa@uKk 3aBUCUMOCTH TOYHOCTH KJIacCU(UKAIMK TPEIMETOB CBEPTOYHBIMU
HEHPOHHBIMU CETSIMU PA3TUYHON apXUTEKTYpHI ¢ oO0yyatomuM gatacetom CIFAR10.

BeIMrpeill B TOYHOCTH PACHO3HABAHUS 3aBUCHUT OT aJTOPUTMA COKPAILCHHS
KOJIMYECTBa MapaMeTpoB, CKOPOCTH OOyudeHHs, HaOOpa NaHHBIX i1 OOy4YeHUs U
APXUTEKTYPHhI CETH.

OKCNEpUMEHTAIBHO OATBEPKAEHO, YTO OIUCAHHOE B paHee OMyOIMKOBAaHHBIX
paboTax paHmomMHOe oOpe3aHue JaeT MajJeHue TOYHOCTU PACIO3HABAHUS B CPEIHEM
21 % 3a wurepauuio, O0JbIlE, YeM MaJCHWE TOYHOCTH IMPH OOpEe3Ke HEyCIEITHBIX
HEUpOHOB (B cpeaHeM 2,9 % 3a utepaiuio).

Jlnst  cpaBHEHHsI TPOBOJIMJIOCH PAHAOMHOMHOE OOpe3aHue HEHpPOHOB,
MpEI0)KEHHOE B paHee OmyOiIuMKoBaHHBIX pabortax. Ilpu mocnenyromem o0ydeHUU
00pe3aHHbIX HEMPOHHBIX CETEH CETH MJIs MPEJIOKEHHOTO 00pe3aHus MPOUTPaBIINX
HEWPOHOB TOYHOCTh PACO3HABAHUS YBEJIMUHMBAJIACh B CPEIHEM Ha 7 % 110 CpaBHEHUIO
C PaHJOMHBIM 00OpE3aHHEM.

CBEpTO‘-IHbIe ceTH

0.80 A

0.75 A

0.70 4

== Conv-2(UTep.)
——Conv-4 (UTep.)

» Conv-6 (UTep.)
—8— Conv-2(OOHOKp.)
—#— Conv-4(0OOHOKp.)
= Conv-6(0gHoKp.)

0.65

To4yHOCTb Ha TecToBol BbibopKe

0.60 -

T
0 20 40 60 80 100
MpoueHT oCTaBLWMXCA BECOB

Pucynox 1 — To4HOCTB 710 paHHEH OCTaHOBKH 00OpE3aHMsI BECOB C YYETOM BhIMTPABLINX
HEWPOHOB TMpU HCIOJb30BAHUM OJHOKPATHOM W WTEPATUBHOM OOpe3Ku Jid
CBEPTOYHBIX CETEW C pa3HbIM KOJIUYECTBOM CBEPTOUYHBIX CIIOEB

Ha pucynke 2 npeactaBieHbl pe3yIbTaThl CPABHEHUS PAHIOMHOTO 00pe3aHus C
oOpe3aHreM Mo TPEeI0KEeHHOMY aBTopoMm anroputmy s cetu Lenet-300-100,
obOyuaemoii Ha Habope MNIST, pacnio3Haroreit pykonucusie 1 ps oT 0 710 9.

[TpennoxxeHHy0 METOJNKY 11eJIeCO00pa3HO UCIIOJIb30BATh B
aBTOMATU3MPOBAHHBIX CHCTEMaX, OCHOBAaHHBIX HAa HEHPOCETEBBIX AJITOPUTMAX, JJIS
YMEHBIIECHUS PECYPCOEMKOCTH U YBEITUUCHUS OBICTPOACHCTBUS 0€3 MOTEPH TOUHOCTH.
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Pucynok 2 — TouHOCTh O paHHEW OCTAaHOBKHM JUIsl PAaHAOMHOrO OOpe3aHusl U
o0Ope3aHus BECOB C yUE€TOM BBIMTPABIIUX HEHPOHOB MPH UCIIOJIb30BAHUN OHOKPATHON
Y UTEPATUBHOU 00pEe3KU

B Tperbem paspgene «Pa3paborka ACHU BJI Ha oCHOBE HCKYCCTBEHHBIX
HEUPOHHBIX CETEI» pPACCMATPUBACTCS PEIICHUE BTOPOUW 3aJa4yu HCCIEAOBAHUM, B
YaCTHOCTH, MPOTPAMMHasl peain3alysi CUCTEM 00pabOTKH (POpMaTN30BaHHBIX TaHHBIX
1 U300pKEHUM, BKIIIOYAS] ApXUTEKTYPHBIE PEILICHHUS.

PaccmoTtpensr:
- aBTOMAaTHU3UPOBAHHBIE CHUCTEMBl HAyYHBIX HCCICIOBAaHHN 1O 00paboTKe
(hopMaTM30BaHHBIX AKCNIEPUMEHTAIBHBIX JTAHHBIX, B YaCTHOCTH,

aBTOMATU3MPOBAHHAs CHCTeMa aHanu3a (aijIoB JOTOB Ha OCHOBE HEMPOHHOW CETH U
noructuyeckor perpeccun 1 ACHU mo oOHapyXeHUIO paaMOKaHAIOB YTEUKH
uH(bopMaIny;

- ACHU no o6paboTke M300pa’keHUI, B YaCTHOCTH, aBTOMATHU3UPOBAHHAS
cUCTeMa paclio3HaBaHusi (GOpMbI  MOPEAMETOB, ABTOMATH3UPOBAHHAS CHUCTEMaA
ayTeHTU(UKAIMM TIO0 OTIEYaTKaM MaJIbIIeB, ABTOMATU3UPOBAHHAS CHUCTEMA
OmomMeTpuyecKkord ayTeHTU(PUKAIMU 1O JUIy W aTOMaTU3UpOBaHHAs CHCTEMa
BUJICOHAOJIOJICHHS TI0 PACTIO3HABAHUIO MPEIMETOB MOBBIIICHHOM OMTACHOCTH.

[To pazaeny cuenaHbl CIEAYIOIINE BHIBOIBI.

[IpenioxxeHsbl OMUCAaHMS JTANoOB pPa3pabOTKU JIBYX aBTOMATHU3UPOBAHHBIX
cucteM 00paboTKM (OPMATU30BAHHBIX JaHHBIX (aHanmu3a (¢alIoB JIOTOB U
ompeneeHUs] KaHAJIOB yTeYku WHGOpMAIMM) HAa HEUPOHHBIX CETAX THUIIA
JNBYXCJIOWHBIA TEPCENTPOH M PEKYPPEHTHOM CeTH OIMaHa U YEThIpex
ABTOMATU3UPOBAHHBIX CHCTEMBbI 00paOOTKM HM300pakeHHi (pacro3HaBaHUsT (HOPMBI
MpeaMETOB Ha ocHOBe cetu LVQ, ayTeHTHduKanum mojap30BaTeie mo ormneyaTkam
nayibleB Ha OCHOBE ceTu RBF u 1o nuily Ha OCHOBE CBEPTOYHOU CETH C ITYJIMHIOM,



pacno3HaBaHMsl OMACHBIX MPEIMETOB B PEKUME PEabHOTO BPEMEHHM HAa OCHOBE
CBEPTOUYHOI CeTH IITyO0KOro oOy4eHus).

[Toka3aHO, YTO YCHEMIHOCTh Pa0OThI TAaKMX CHCTEM 3aBUCUT OT METOJUKH
MOJTOTOBKH JaHHBIX JJIs 00y4eHHUs, alropuT™Ma oOy4eHUs!, BBIOPAaHHOM apXUTEKTYpPhI
u gocturaet TouHoctu 85-97 %.

OKCIEpPUMEHTAIPHO ~ JOKa3aHO, YTO [UJII  CHCTeM, paboTalmmx ¢
M300paKCHUSIMU, OOJBINIOE 3HAYCHHE, WMEIOT aJITOPUTMBI  TPEIBAPUTEIHLHOM
00paboTKM M300paKEHUN, TMOATOMY OBLT TPEMJIOKEH COOCTBEHHBINH alITOPHUTM
OWHapU3aIuy U BIIEPBIC MPUMEHEH JETEKTOP Xappuca I BBIJCICHHS MPU3HAKOB.

[Toka3aHo, YTO aBTOMATHU3WPOBAHHBIC CHCTEMBI HAa HEUPOHHBIX CETHX,
COCTOAIME U3 2-X, 3-X CKPBITBIX CJOEB HE TPEOYIOT COKpAIICHHs KOJIMYECTBA
apamMeTPOB, TTOCKOJIBKY HE 3aHUMAIOT 3HAYUTEIIBHBIX BBIYUCIUTEILHBIX PECYPCOB H
MOTYT OBITh TPUMEHEHBI B MUKPOKOHTPOJIIEPHBIX CUCTEMAX WJTH OTHOTIJIATHBIX MUHH -
KOMITBIOTEPHBIX cucTeMax. OJIHaKo i CHUCTEM TIJIyOOKOro oOydeHus is
pacro3HaBaHus U300paKEHUM, C HATMYUEM OOJIBIIIOTO KOJTUYECTBA CBEPTOUYHBIX CIIOEB
TpeOyeTcs COKpallleHue KOJIMYECTBA MapaMeTPOB U MPEAJIOKEHHBIA METOJ] PEAYKIIUU
MIPOUTPABIINX HEUPOHOB MO3BOJIIET YMEHBIIUTH KOJUYECTBO mapameTpoB Ha 70-80%
0€3 MoTepu TOYHOCTH.

Pe3ynbratrhel nccneqoBaHuii BHEAPEHBI B CUCTEMY ayTEHTH(UKAIIMU U JOCTYyIIa
Ha 0aze MmoHHUTOpa BUaeogomMopona M-480M c cucremoit Ha kpuctawie Allwiner A-
13 (Pucynoxk 3).

Pucynox 3 — IIpomecc pacrio3HaBanus Jiiia Ha MOHUTOpE BHaeogomodona M-480M

JlocTurayTa TOUHOCTh pacnio3HaBanus JivL 89 % u ckopocTs pacniozHaBanus 0,5
¢/muIo npu 3anucu 5-6 nuil B 6a3y gaHHBIX, 4,5 c/auro npu 3amucu 150 nui B 6azy
JTAHHBIX.

B 4erBepTom paznene auccepraiuu «Yrpo3sl ACHU BJI ocHOBaHHBIX Ha
HEHWPOCETEBBIX TEXHOJIOTHAX», NPEIJIOKEHO PpEIIEHUE TPEeTbed 3aJadd IMyHKTa
HCCJIEIOBaHMM, B 4YaCTHOCTHU, CHI>KeHUE ypoBHsA ysa3Bumocteidr ACHU 6e3omacHoctu
JMYHOCTH Ha OCHOBE MOJIM(UIIMPOBAHHBIX HEHPOCETEBBIX AITOPUTMOB.

PaccMmoTpeHHsI:
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- YTPO3BI JUII aBTOMATH3UPOBAHHBIX HEHPOCETEBBIX KITaCCU(DUKATOPOB;

- yszeumoctu ACHU pacrosnaBanus nii;

- METOJIMKA KOMITBIOTEPHBIX IKCTICPUMEHTOB,

- pe3yJbTaThl TecTHpoBaHus Ha nouckoBbix ACHU BbJI;

- METOJIbI 3aIIUTHI OT YIPO3 JUII HEHPOCETEBBIX ATOPUTMOB.

W3 mpoBeIeHHBIX UCCIICIOBAHUN CICTIaHbI CICAYIOMINE BHIBOIBI.

Y HUCHOSb30BaHHBIX HEHPOCETEBBIX AJTOPUTMOB HCCJICAOBAHBI BUILI YIPO3.
Pa3pabotano mnpuioxkeHHe C MOJIb30BATEIbCKUM HHTEpPGEHCOM, MMO3BOJISIONIEE
CO3/71aBaTh COCTA3aTEIbHBIC MPUMEPHI KCIUTYaTUPYIOIINE YI3BUMOCTH HEUPOCETEBBIX
QJITOPUTMOB C BO3MOXKHOCTBIO 3a/laHusl mapameTpoB yrpo3. C MOMOIIBI0 JTaHHOTO
MIPWJIOKEHUS TIPOBEJICHO HCCIEAOBAaHUE 9-TH METOJOB TEHEPAIMH COCTA3aTCIBHBIX
MIPUMEPOB ISl HEHAIIPABJICHHBIX M HAIPaBJICHHBIX aTak. JJis HeHAnpaBICHHBIX aTak
Jaydide pe3yiabTathl mokasanu GaussianBlurAttack, GradientAttack u Single Pixel
Attack, nns wHampaeneHHbix atak - Carlini and Wagner araka. I[lokazano, 4To
HCHPOHHBIC CETH IOMCKOBBIX cucteM Bing, Google u Yandex ycTroiuuBbl K
HAIPaBJICHHBIM aTaKaM TUTIA «IePHBIN SIIUK». ANroput™ google u SIHIeKC oka3ainch
ySI3BUMBI K HEHAIIpaBJICHHBIM arakaMm. Ha pucyHke 4 mpeicTaBlIeHBI pe3yJbTaThl
MoMCKa 1o coctsazaTenbHbIM puMepam Additive Gaussian Noise Attack.

p "] NHAEKC ® W @ 2 Boi

378 KapTMHKS B ADYTHX PadMeDax

w4 25Tt s

Buxrop Liod ﬁ
c . 2ersp
wpar

KaxaTcR, Ha KapTwise

Bacoplioh  Sappw weicos

8 Ay Yo § WRSROCN

b macnageend repod

03 mr1op pobegromes 1939 8 Cusa

Pucynoxk 4 IlouckoBas cucteMa Yandex pacno3Hana MOIu(DUITIPOBAHHOE
anroputMoM Additive Gaussian Noise uzo0paxenue «29p3a Musiepy, kak «BUKTOp
Low».

[IpensioxkeHbl METOMBI 3alUTHI OT aTaK HAa HEHPOCETEeBBIC AJITOPUTMBI, Ha
OCHOBE aHAJIM3a MOJYYEHHBIX PE3yIbTaTOB MO KaXJIOM aTake, B YaCTHOCTH IMOJCUET
YETHBIX W HEUETHBIX 3HAYCHHM SIPKOCTH THUKCENel, 00ydeHHEe Ha COCTSA3aTeNbHBIX
MpuUMepax, MOBBIIIIEHUE KOHTPACTHOCTH U QUIIBTPAIIHS], YMEHBIIICHUE OOPATHOMN CBS3H
C aTaKymoIIuM,

CnenaH BBIBOJI, UTO II€JIECOO00Pa3HO JIOTIONHSATH aBTOMATH3UPOBAHHBIC CUCTEMBI
ayTCHTH(PUKAIIMA  WHCTPYMEHTAMH  TIOMCKa  TOJOOHBIX  YSA3BUMOCTEH W
MIPEeyCMaTPUBATh 3AIIUTHBIC MEPHI.
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3AK/IIOYEHUE

B nucceprannonHoi paboTe JaHO pelleHne aKTyallbHOW HAYYHO-TEXHUYECKON
3amaun  coBepiieHcTBoBaHus ACHUM  0Ge3omacHOCTM JTUYHOCTM HA  OCHOBE
UCKYCCTBEHHBIX HEHUPOHHBIX CETeM MyTeM YJIy4dlIeHUsi TEeXHOJIOTHd 00paboTku
JAHHBIX, YTO TIO3BOJISIET TIOBBICUTH OBICTPOJECHCTBUE CHUCTEM U  CTENEHb
JIOCTOBEPHOCTH TIPUHATHUS PEIICHUH, a TakKKXe CHU3UTh YPOBEHb YSA3BUMOCTH
HEHPOCETEBBIX ANTOPUTMOB. OCHOBHBIE PE3YIbTATHI PA0OTHI COCTOSIT B CICIYIOIIEM:

1. Pa3paboTaH MeTOJ COKpAlll€HHs KOJWYECTBA IMapaMETPOB HEUPOCETEBBIX
AJTOPUTMOB PEAYKLIHMEN MNPOUTPABIIMX HEHUPOHOB, KOTOPBIM MO3BOJIIET CHU3UTH
KOJIMYECTBO MapaMeTpoB HEUpOHHBIX ceTer 10 30 %, moBhIIIaeT CKOPOCTh PabOTHI U
CHIKAET PECYPCOEMKOCTh MPOrPAMMHBIX PEIICHUI.

2. Pa3paboTaHbl apXHTEKTypHBIC PEIICHHS W MPOTPaMMHAs pean3alis IBYX
cucteM 00paboTku (popManM30BaHHBIX JIAHHBIX (JIJ1s1 aHalu3a (aiiioB JIOTOB cepBepa
U 00HapyKEHUS PaJOKaHAIOB YTeUKH UH(OPMAIIUN) U YEThIPEX CUCTEM 00pabOTKH
n300pakeHuil (ompeneneHre (QoOpMbI TPEAMETa, Paclo3HABaHUE IO OTIEYATKY
najnblia, 1o JHILY, paclio3HaBaHUE OMACHBIX MPEIMETOB).

3. Uccnenonansl yszsumoctu ACHU BJI Ha ocHOBe HEHPOCETEBBIX aJlTOPUTMOB
OyTEM CO3JAaHUSl COCTS3aTENIbHBIX IPUMEPOB U MPOBEICHUS 9-TM THUIMOB
HaIpaBJICHHBIX U HEHAIPABJICHHBIX aTaK Ha KjilacCU(UKATOPHI U300pakKeHUM, B TOM
yucie nouckoBuku Bing, Google, Yandex. IIpennoxkeHbl METOIbI 3allUTHI OT
MOJOOHEIX aTak.

4. AnHanu3 TIOJNYYEHHBIX OJKCICPUMEHTAIBHBIX JIaHHBIX TMOATBEPXKIACT
BO3MOXKHOCTh ~ BHEJIPEHMUS]  HEUPOCETEBBIX  TEXHOJOTUM B  aBTOHOMHBIC
ABTOMATU3UPOBAHHBIC CUCTEMBI IPYroro Ha3HAYEHUsI, HapUMep, MPOMBIIIICHHOTO U
IIMPOKOTO0 HAa3HAYEHHs] 3a CYET YMEHBILIECHHUS PECypCOEMKOCTH pa3padOTaHHBIX
penieHuit 6e3 noHmwkeHus YPPEeKTUBHOCTH 1 KauecTBa.

5. Metonuka ayTeHTU(PHUKAIIUK TOJIB30BATENEH U TTPOrPAMMHOE TPUIIOKECHHE
JUIS1 pAaCIIO3HABAHMS JIUI] HA OCHOBE HEMPOHHOM CBEPTOYHOM CETU, METOAMKA ITIPOBEPKHU
1IU(POBBIX TOKYMEHTOB Ha MOJIMHHOCTh, KOMIIBIOTEPHOE MPUIIOKEHUE JIJIsI 3alTUTHI
1U(POBBIX JOKYMEHTOB OT pPEJaKTUPOBAHUS BHEPEHBI B yUeOHBIH mporiecc kadeapbl
panno@u3uk U WHOOKOMMYHHUKAIIMOHHBIX TEXHOJOTHH IMyTeM HCIOJIb30BaHUS B
JIEKITMOHHBIX Kypcax M JIabOpaTOpHBIX MPaKTUKyMax Mo aucuuruimHaM «llakersr
OPUKJIAJAHBIX TpOorpaMMm i 00paboTku u3o0paxkenuit», «HeilpoHHble ceTu»,
«OcHOBBI HH(POPMAITMOHHOM 0€30TTaCHOCTH.

6. Pe3ynpTaThl JIHUCCEPTAIMOHHBIX MCCIIENOBAaHUN BHEAPEHBI B CHUCTEMY
ayTeHTU(]UKaIMK U T0cTyMa Ha 0a3e MoHUTOpa BuacoaoMopona M-480M c cucremoit
Ha kpuctaiie Allwiner A-13. Jfocturayra TO4HOCTb pacno3HaBaHus 89 % 1 CKOpOCTh
pacno3HaBanus 0,5 c/nuuo. npu 3anucu 5-6 nui B 0azy AaHHBIX, 4,5 ¢/nuIio npu
samucu 150 nui B 0a3y JaHHBIX, YTO TMO3BOJWIO YBEIUYUTH CKOPOCTH PabOTHI H
YMEHBIIHUTh PECYPCOEMKOCTh CUCTEMBI.
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CIHUCOK PABOT, OITYBJIUKOBAHHBIX ABTOPOM 1O TEME
JIMCCEPTALINA

— B M3JaHUAX M3 NePeYHs peleH3upyeMbIX HayYHbIX u3ganui BAK JIHP:

1. babuueBa M.B., ABTOoMaruzainusi CpelCTB OOHAPY>KEHUS pPaJMOKAHAJIOB
yreukn uHpopmaimu / M.B. baduuesa, A.C. Ilonos, A. B. SlnoBckuii / BectHuk
Hounenkoro HanmoHanbHOro yHuBepcurera. Cepus I': Texunueckue Hayku. — 2020. —
Ne 1. -C. 9-13.

2. babuueBa M.B., ATaku Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI ayTEHTU(DUKAIIH
Ha HeMpoceTeBbIX Kiaccudukaropax/ M.B. babuuena, JI. B. Bacunenko / BectHuk
Hounenkoro HanmoHanbHOro yHuBepcurera. Cepus I': Texunueckue Hayku. — 2020. —
Ne 1. - C. 23-30.

3. babuyea M.B. ABTOMaTu3MpOBaHHas CHCTEMa BHUACOHAOIIONCHHUS TIO
pacrio3HaBaHHUIO MPEIMETOB TMOBBIIEHHOW omnacHoctd / M.B. babuueBa, B. B.
HNanunoB «COOpHHK HAy4dHbIX TpyAOB JIOHEIKHWH HHCTUTYT JKEJIE3HOJOPOKHOIO
tpancnoptay. — 2020. — Ne 56. — C. 20-25

4. babuueBa M.B. BepogaTHOCTHBII MOAX0/ K ONTUMHU3ALIMN HEHPOHHBIX CETEi
ciydaitHo pexykiueit HeiipoHoB / M. B. babuuesa, B. B. Jlanunos, C. B.
bopmiesckuit // Bectnuk JloHenkoro HamuoHaidbHOro yHuBepcutera. Cepus [
Texunueckue Hayku. — 2021. — Ne 1. — C.63-71.

— B MHbIX HAYYHbIX U3JaAHUAX:

5. babuueBa M.B. Ataku Ha HelipoceTeBbIe Kiaccudukatopsl M.B. babuuena //
«Bectauk JloHenkoro HanuoHambHOro yHuBepcutera. Cepus [': Texnuueckue
Haykm». — 2019. — Ne 2. — C. 51-55

6. babnuesa, M.B. Brimenenne 0coOBIX TOYEK OTIIEYAaTKOB ITAJIBIICB
nerexkropamu yrioB / M.B. babuuea, A.C. lOpuenko // BectHuk JloHenkoro
HarmoHanbHOTO yHuUBepcutera Cepusi I'. Texumueckue Hayku. — 2019. — No 2. —
C. 10- 15.

7. babuueBa, M. B. HWtepartuBHbIil alropuT™M MOPOTOBON OWHApU3ALUU IS
00pabOTKM OTIEYaTKOB MNajiblleB B OMOMETPUYECKHX cHCTeMax noctymna / M.B.
babuuea, A. C. IOpuenko // BectHuk JloHEUKOro HAIMOHAIBHOIO YHUBEPCUTETA
Cepus I'. Texanueckue Hayku, 2018. — No 3. — C. 41-46.

8. babuueBa, M. B. Pacno3HaBaHue Ml B PEKHUME PEATbHOTO BPEMEHH
cBepTOYHOM HelpoHHoi ceThto / M.B. babuueBa, A.C. llleBuenko // BecTHuk
JHonenkoro HaunmoHanbHOro yuusepcurera. Cepus I': Texunueckue Hayku. — 2018. —
Ne2.—-C.67-71.

— B MaTepuajax KoHGepeHumii:

9. Babicheva, M.V. The authenticity of digital documents checking and
protection by own steganography algorithm / M.V. Babicheva // Coopauk matepuaiioB
II MexnyHapoIHO# Hay4YHO-TIpaKTUYecKor KoHpepeHuu [Iporpammuas nHxeHepus:
METO/Ibl W TEXHOJIOTMH pa3pabOTKh HHPOPMALIMOHHO-BBIYUCIUTEIbHBIX CHCTEM

(ITMUBC-2018). — Tom. 1., 14-18 Hos6ps 2018 r. — C. 96-101.
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10. babuuera, M.B. HeiipoHHble ceTu B cHCTEMax JJIsl HAyYHBIX UCCIICA0OBaHUN
/ M.B. babuueBa, B. B. Jlanunos, A.C. HOpuenko // Marepuansl KOH(pEpEHIINH
Marepuainsl [V Mexaynaponnoi HayuyHol koHdpepeHiuu «Jlonenkue arenus 2019».
— Tom 1, Yacts 2. — C. 164-165.

11. babuuena, M.B. Ontumu3zanus HEHpOHHOM CETH PEAYKIIMEH TPOUTPABIIINUX
HelipoHoB// Marepuanbl koHpepenun Matepuansl V- MexayHapoIHON HaydHOM
koH(pepenmu «Jloneuxue urenus 2020». — Tom 1, Yacts 2. — C. 156-158.

12. babuueBa, M.B. ATaku Ha HEelipOCeTEBbIE AaBTOMATU3UPOBAHHBIE CHCTEMBI
pacmo3HaBaHmsl oOmacHBIX mpeameroB/ M. B. babuueBa, II. A. Maiiopo //
CoBpeMEHHbIE Hay4HbIE HCCIIEJOBAHUSA: AKTyaJIbHbIE BOIPOCHI, JTOCTHKEHHUS U
nHHOBauuu: cOopHuk crateil XVIII MexayHapogHoil HayYHONPAaKTHYECKOM
koH(pepenmmu. — [Tenza: MIJHC «Hayka u [Ipocsemenue». — 2021. — C. 63-69.

JInuHbplii Bk aBTopa B myOumkamusx: [1] — chopmynmpoBana uuies
MPUMEHEHUsI  HEUWPOCETEeBBIX  AJITOPUTMOB B CHUCTEMax  OOHapyXeHus
HECAHKIIMOHUPOBAHHOTO W3JIy4eHUs; [2] — mpe/uioskeHbl CIICHAPHU SKCILTyaTalliH
ysI3BUMOCTEHN Ha 12 pecypcoB Jisi pacrio3HaBaHMs U KiIacCU(UKAIUUA U300paKeHUI
HEHPOHHBIMHU ceTsAMH; [3] — MpeI0KEeHBI YIIyUIIeHHS apXUTSKTYPbl HEUPOHHOW CETH
Yoolo, no3BoJisitolue NOBBICUTh TOYHOCTh PACIIO3HABAHUS MPEAMETOB MOBBIILIECHHON
OIMacHOCTH; [4] — mpeioxKeHa BEpOSITHOCTHAS MOJICIb PEIYKIIMU HEHPOHOB CKPBITOTO
ciost; [5] — mpemiokeHa coOCTBEHHasl KJIACCH(UKAIUS COBPEMEHHBIX METOJIOB
TeHEPUPOBAHUS BPEIOHOCHBIX JIaHHBIX [T HEHPOCETEBBIX cUCTEM; [6] — mpeioxkKeHo
UCTIOJIb30BAaHUE YTJIOBBIX JETEKTOPOB Xappuca sl BbIAEIEHUS OCOOBIX TOYEK
JIOKAJIBHBIX MPH3HAKOB OTIIEYATKOB MAaNbLEB; [/] — MPEUIOKeH METOI UTEPATUBHON
TIOPOTOBO¥ OMHAPU3AIINN N300pa)KEHUI OTIIEUYATKOB MaybleB; [8] — BBIOpaH anroputM
oOHapyXeHMsI JUIa U pa3paboTaHbl APXUTEKTypa HEUPOHHON CETM M METOAMKA
tectupoBanus; [9] — nmpeayiokeHa aBTOpCKasi METOAMKA ONPEICIICHHS TTOTUHHOCTH
AJICKTPOHHBIX JIOKYMEHTOB M COOCTBCHHBIH anroput™ creranorpaduu; [10] —
BBIOpaHbl apXUTEKTPbl HEMPOHHBIX CETEH M ONMpEJEeIeHbl UCCIEAYEMbIE MTapaMETPHhI;
[11] — npetoskeH METOA ONTHMHU3AIUN HEMPOHHBIX CETeH PEIYKIIMEH MTPOUTPABIINX
HelpoHoB; [12] — npeayiokeHa MaTeMaTndeckasi MOJIEb yrPpo3, AITOPUTM CO3JaHUS
naTya, METOAMKA MPOBEICHUS HKCIIEPUMEHTAIbHBIX aTaK.

AHHOTAIUA

babuueBa M. B. ABTOMATH3MpPOBaHHbIE CHCTEMbI HAYYHBIX HCCJIE0BAHMI
yIrpo3 0e30nacHoCTH JUYHOCTH. - Ha npaBax pykonucwu.

Jluccepranysi Ha COUCKAaHWE YYEHOW CTENEHM KAaHIHWIATa TEXHUYECKHX HAyK IO
cnequaibHocT  2.3.3. «ABTOMaTu3alMs W YOPABJICHHE TEXHOJIOTHYECKUMU
npoueccamu u mpomssoactBamm» — IOYBIIO «JOHELKNIT HAITUOHAJILHBIN
TEXHUYECKU YHUBEPCUTETY, Jlonenk, 2023.

B nuccepraunonHoit paboTe AaHO pellleHHEe aKTyallbHOM Hay4YHO-TEXHHYECKOM
3amaun co3ganuss ACHUM Oe3omacHOCTM JMYHOCTHM Ha OCHOBE HCKYCCTBEHHBIX
HEWPOHHBIX CETEH, MyTeM COBEPIIIEHCTBOBAHUS TEXHOJIOTUN 00paOOTKHU JaHHBIX, YTO
MO3BOJIAET ISl CUCTEM IOBBICUTH MX OBICTPOJIECHCTBUE U CTEMEHb JOCTOBEPHOCTU
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IIPUHATHUA pGHIGHHﬁ, d TAaKXC CHU3UTb YPOBCHL YA3BUMOCTHU HeﬁpOCGTeBLIX
AJITOPUTMOB.

Pa3pa60TaH MCTOA COKpalICHHUA KOJIMYCCTBA IIapaMCTPOB HCﬁpOCGTGBBIX
JTOPUTMOB PEAYKIHUEH NPOUTPABIIMX HEUPOHOB, KOTOPBIM MO3BOJSET CHU3UTH
KOJIMYCCTBO I1apaMCTpPOB HGﬁpOHHBIX ceren a0 20 %, HE€ IOHMXKAaA TOYHOCTHU U
MOBBIIIAET CKOPOCTh PA0OTHI M IOHMKAET PECYPCOEMKOCTh IPOrPAMMHBIX PELICHU.

Pa3paboTaHbl apXUTEKTYpHBIE PEIICHUS U IPOTPaMMHAas peain3alus IByX CUCTEM
00paboTku (popmManM30BaHHBIX MaHHBIX (I aHamu3a (aiyIoB JIOTOB cepBepa
oOHapy>XCeHHsI PaJOKaHAIOB YTEUYKH WH(POPMAIMK) U YETHIPEX CHUCTEM 00pabOTKH
n3o0pakeHnit (ompeaeneHne (GoOpMbI TPEAMETa, PACIIO3HABAHUE I10 OTIEYATKY
nanplia, 1o JUIy, paclo3HaBaHUE OMACHBIX MPEIMETOB).

I/ICCJICI[OBaHBI YA3BUMOCTH ABTOMATHU3UPOBAHHBIX CUCTEM Ha OCHOBC
HeﬁpOCGTCBBIX AJITOPUTMOB IIYTCM CO3daHUA COCTA3ATCIIBHBIX IIPUMCPOB u
ITPOBCACHUA 9-TH TUIIOB HaIlpaBJICHHBIX 1 HCHAIIPABJICHHBIX dTaK Ha KHaCCI/I(i)I/IKaTopLI
nu300pakeHuii, B ToM uucie nouckoBuku Bing, Google, Yandex. [Ipemyioxens
METOABI 3alllUTHI OT l'IOI[06HI>IX aTak.

Ananus IMOJNTYUYCHHBIX 3KCIICPUMCHTAJIBHBIX JAHHBIX ITIOATBCPIKAACT BO3ZMOXKHOCTD
BHCIAPCHHUA HGprOCGTeBI:IX TEXHOJIOTUHX B aBTOHOMHBIC dABTOMAaTHU3HNPOBAHHBIC
CUCTCMbI IJIs1 IPOMBIIIJIICHHOIO W IHPOKOI'0O HA3HAYCHHUA 3a CUCT YMCHBIICHHA
PECYpPCOEMKOCTH pa3pabOTaHHBIX pelieHuid 0e3 NoHuXKeHUs 3PHEKTUBHOCTH U
Ka4deCTBa.

P C3YyJIbTAThI AUCCCPTALIMOHHBIX PICCJ'I@I[OBaHI/Iﬁ BHCAPCHBI B CUCTCMY
ayTeHTU(UKaIMKM W JocTyna Ha 0aze wMoHuTOpa BuAcomoModona M-480M.
JlocTUrHYTa TOYHOCTbh pacno3HaBaHus 89 % u ckopocTh pacno3HaBanus 0,5 ¢/ nuro.
MIpH 3amucu 5-6 il B 0a3y JaHHbIX, 4,5 ¢/nuio npu 3anucu 150 nuil B 6a3y JTaHHBIX,
a Takke B y4ueOHbIN mporecc Kadenpsl pannodusnku U HHHOKOMMYHUKAIMOHHBIX
TEXHOJIOTUNA IIyTeM MCIOJIb30BaHUSI B JIEKIIMOHHBIX Kypcax H JIaDOpaTOPHBIX
MpaKTUKyMax 1Mo AUCHUIUIMHAM «llakeThl MpUKIaJHBIX MPOrpaMM i 00pabOTKU
n300paxkeHuin», «Heliponusie cetn», « OCHOBBI MHGOPMAIIMOHHON 0€30MacHOCTIY.

KaroueBble ciioBa: ABTOMATHU3HPOBAHHBIC CHUCTCMBbI HAaYYHbIX HCCHCHOB&HHﬁ,
yrpo3bl 0€30MaCHOCTH JTUYHOCTH, HEHPOHHBIE CETH.
ABSTRACT

Babicheva M. V. Automated scientific systems research of threats for personal
security. - Manuscript.

Ph.D. (Candidate’s) Thesis in Engineering Science by specialty 2.3.3. «Automation
and control of technological processes and industries» — State Higher Educational
Establishment «Donetsk National Technical University», Donetsk, 2023.

The dissertation work provides a solution to the urgent scientific and technical
problem of creating an automated scientific systems research of threats for personal
security based on artificial neural networks, by improving data processing
technologies, which allows systems to increase their speed and the degree of reliability
of decision-making, as well as reduce the level of vulnerability of neural network
algorithms.
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A method for reducing the number of parameters of neural network algorithms by
reducing losing neurons has been developed, which allows reducing the number of
parameters of neural networks to 20% without lowering the accuracy and increases the
speed and resource intensity of software solutions.

Architectural solutions and software implementation of two systems for processing
formalized data (for analyzing server log files and detecting radio channels of
information leakage) and four image processing systems (determining the shape of an
object, recognition by a fingerprint, by a face, recognition of dangerous objects) have
been developed.

Automated systems based on neural network algorithms vulnerabilities were
investigated by creating adversarial examples and conducting nine types of directed
and undirected attacks on image classifiers, including search engines Bing, Google,
Yandex. Protection methods against such attacks are proposed.

The analysis of the obtained experimental data confirms the possibility of
introducing neural network technologies into autonomous automated systems for
industrial and general purpose by reducing the resource intensity of the developed
solutions without reducing efficiency and quality.

The results of the dissertation research were used in the authentication and access
system based on the M-480M video intercom monitor with the Allwiner A-13 chip
system. Recognition accuracy of 89 % and recognition speed of 0.5 c/face are achieved
when 5-6 persons are recorded in the database and 4.5 c/person when 150 persons are
recorded in the database, as in the educational process of the Department of
Radiophysics and Infocommunication Technologies by using them in lecture courses
and laboratory workshops on the disciplines "Application packages for image
processing”, "Neural networks", "Fundamentals of information security".

Keywords: automated research systems, personal security threats, neural
networks.



